Scott Watson

PROFESSIONAL SUMMARY:

Award winning engineer with 20+ years of experience leading dozens of orgs and specializing in platform engineering and developer experience (DevEx). Demonstrated success in building top-tier teams to architect and deploy robust platforms, optimizing developer workflows, and enhancing overall product quality. Proficient in driving strategic initiatives to elevate DevEx, fostering a culture of innovation, and streamlining processes for accelerated product delivery. Known for adeptly navigating the intersection of technology and business goals, leveraging emerging trends to propel organizational growth and success.


TECHNICAL SKILLS:

· [bookmark: _heading=h.gjdgxs]GitOps/DevSecOps, Automation, Internal Developer Platform(IDP) Backstage, CD/CI Pipelines, Centralized Auth, User Management, KeyCloak, FreeIPA, infrastructure as code (IaC) (Ansible, Salt, Terraform, CloudFormation), Databases (MongoDB, MySQL, Postgres, ETCD), Scripting (Bash, Shell, Python), Infrastructure (Kubernetes, VMware, Docker, AWS, Azure, On-Prem), Version Control (Github, Bitbucket), Rollouts (ArgoCD, Argo Workflows, Jenkins, Web hooks, Rancher), Monitoring (Grafana, Loki, Prometheus), Load Balancers (MetalLB, Nginx, Kemp, F5), Object Storage (s3, MinIO), SAST/DAST (SonarQube, Snyk, Bandit, Trivy, ZAP)

PROFESSIONAL EXPERIENCE:

Yoh (Contract)							                               November 2024 – Present
Platform Engineer
· Deployed, configured, and maintained multiple Kubernetes clusters across the US and EU. Implemented monitoring, real-time alerting, automated upgrades, and policy enforcement to manage resources, troubleshoot issues, and to ensure high availability. Integrated clusters with CI/CD pipelines, and optimized resource allocation and cost management for multiple workload types including ML and Data Science.
· Developed Terraform/Helm starter-kits/tooling to deploy various workloads into a Kubernetes cluster. This includes automating the provisioning of SP/IAM users and groups, CI/CD pipelines and their secure connections, Cloudflare registrations and connections, MongoDB provisioning, and worker agents. These tools also included sensible defaults allowing development teams to fully provision production-ready infrastructure in under 10min.
· Optimized data visualization applications processing hundreds of data points by transitioning to more efficient distributed systems written in Vue.js, React, .NET, Python, NodeJS, and MongoDB. Reducing operating costs by 90%, increasing message throughput by 100x, and reducing query times by optimizing database type and tier (hot vs cold).

Walt Disney (Contract)							           March 2024 – November 2024
DevSecOps Engineer/ Application Security Engineer
· Implemented comprehensive cluster monitoring using Grafana and worked closely with development teams to successfully containerize applications. 
· Engineered and optimized CI/CD pipelines, reducing deployment times. 
· Leveraged Ansible to automate application deployments across 10k servers.
· Developed Selenium test scripts for QA and monitoring.
· Managed Identity Access Management (IAM) for team applications.


Crown Awards (Contract) 						                  March 2023 – March 2024
Principle DevSecOps Engineer 
· Brought platform engineering to the company. I was the only DevSecOps engineer at the company which was a role that did not previously exist.
· Setup Multi-factor authentication and RBAC infrastructure using FreeIPA and integrated all the Linux servers and apps like Rancher to allow separation of duties among teams.
· Created security policies and best practices which helped eliminate multiple high vulnerabilities that had not been previously known. 
· Designed and built Kubernetes infrastructure and GitOps automation into organization, improving software release time from over a week to minutes.
· Implemented security SAST and DAST scans that brought to light multiple security issues.
· Built an Internal Developer Platform using Backstage to unify the tools and developer experience.
· Designed and built out four on-prem Kubernetes clusters including a Rancher controller to manage the others. 
· Used Ansible, Rancher and Terraform to define Crown Award’s infrastructure as code, including setting up Suse manager to automate updates. 
· Built container images using Docker and pushed to DockerHub.
· Set up monitoring for Kubernetes clusters using Grafana/Loki/Prometheus.
· Managed over 20 applications supporting over 1 million customers.
· Worked with Developers to containerize applications and wrote Ansible playbooks to build out Kubernetes environments.
· Helped CTO migrate from NFS to s3 object storage.
· Created Terraform and Rancher infrastructure as code playbooks.
· Developed CI/CD pipelines which incorporated security and quality scans that automated the deployment to dev and prod environments.
· Worked with Software Architect, Operations, and QA teams to automate their processes, allowing for faster delivery and smoother rollouts. 
· Created auto scaling apps and documentation for teams to learn Kubernetes.

Wells Fargo Bank							          October 2013 – February 2023
Lead Automation Engineer (2017 – 2023) 
Senior Security Engineer (2013 – 2017)
· Led Encryption team for all encryption automation efforts.
· Created processes and documentation for Vormetric/CipherTrust setup to automate certificate installation across various platforms. 
· Developed automation web framework using Python, Shell, REST API, and MongoDB to streamline encryption software onboarding and installation enterprise-wide. 
· Transformed cryptography customer service engagement and operations by designing and implementing an in-house web API platform. 
· Coded VAPS Platform to process software requests, generate encryption status reports, and handle user queries, saving over $1.5M annually. 
· Designed high-availability architecture using Containers deployed on Kubernetes across multiple environments, ensuring zero downtime. 
· Eliminated manual effort in searching critical information, including Guard Path, status, state, target hosts, host policy, and OS details.
· Automated real-time monitoring for 15,000 Windows and Linux hosts, saving significant time. 
· Streamlined KMIP engineering process, enabling multiple server staging and Native Encryption implementation on Mongo Database Platform. 
· Developed automated reporting for the Teradata team, ensuring TCP-8 compliance. Automated Vormetric Load Balancing, distributing 15,000+ hosts across DSMs to enhance infrastructure stability and reliability. 
· Created REST API web handler for Linux and Windows host registration, improving patching processes. 

CERTIFICATIONS:

· CEH (Certified Ethical Hacker)
· CLA (Certified Linux Administrator)
· LPIC2 (Linux Professional Institute Certified) 

ADDITIONAL EXPERIENCE UPON REQUEST OR VISIT HTTP://SCOTTWATSON.NET

